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ABSTRACT

With the rapid growth in Internet users, web applications are becoming the main target of hackers. Most previous WAFs
(Web Application Firewalls) target every single HTTP request packet rather than the overall behavior of the attacker, and
are known to be difficult to detect new types of attacks. In this paper, we propose a web attack detection system based on
user behavior using machine learning to detect attacks of unknown patterns. In order to define user behavior, we focus on
features excluding areas where an attacker can camouflage as a normal user. The experimental results shows that by using
the path and query information to define users’ behaviors, best results for an accuracy of 99% with Decision forest.
Keywords: Anomaly Detection, User Behavior, Web Attack, Machine Learning
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GET http://localhost:8@880/tiendal/index.jsp HTTP/1.1
User-Agent: Mozilla/5.@ (compatible; Konqueror/3.5;
Linux) KHTML/3.5.8 (like Gecko)

Pragma: no-cache

Cache-control: no-cache

Accept: text/xml,application/xml,application/xhtml
+xml,text/html;q=0.9,text/plain;qg=0.8,image/png,*/*;
q=e.5

Accept-Encoding: x-gzip, x-deflate, gzip, deflate
Accept-Charset: utf-8, utf-8;q=0.5, *;q=0.5
Accept-Language: en

Host: localhost:808@

Cookie: JSESSIONID=1F767F17239C9B670A39E9B10C3825F4
Connection: close

Fig. 3. CSIC 2010 dataset sample
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Table 2. Experimental results with data
normalization
1\?::; Score é\g‘l\;l DF LR
N/A 0.861 0.867 0.860
5 AUC 0.936 0.945 0.906
10 0.875 0.879 0.879
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Table 3. Experimental results with data Table 5. Performance evaluation for each
sampling algorithm
# Data NL- DF L Score NL-SVM DF LR
Swpteg | SO | @m R Accuracy | 0.997 0.998 0.986
1 0.862 0.867 0.860 Precision 1 0.999 1
Recall 0.994 0.996 0.972
2 0.986 | 0.993 | 0.967 Fl-Score |  0.997 0.998 0.985
3 AUC 0.997 0.999 0.988 AUC 0.998 0.999 0.998
4 0.999 1 0.995
5 0.999 0.999 0.998 Table 6. Performance comparison on the CSIC

|
A4 Bt Aok w SAE A3 g Aduc
AgAt B9 EdeE A= 23 3
o

Table 4.= ¥IAA dolgfe] AHAF dlo]gE
50% F7ksled  AFARE AFElelA] accuracy,
precision, recall, fl-score, AUC 5749 A %=
Esﬁ 9]] .TLﬁ F/l—z] 11'\:—“_0/] }\—]L 0 —%X-]ﬁl— 7:131,],0]1;],
o] 7 7}l A fﬂolﬁ F= %2 7k A9 78 44
%k A35l2 AL3g Table 5. AFe} v|wgt Ax
s} 2 o)t} Aldle] AMSal 37 oF
X3 glFe] BE A XA 7P =2

lr

'ﬂ-ﬁ."lJ
r‘ﬁ,o

g Mo o
i
Rlonsb e

GN}"JO_L,
—l>_Y‘io

=%
£ Aok

Table 6.9+ Fdg dlo|g e g3t 7]&
AT Ao} vlagk Aater). 71E9] 2l A3
frAkt A7l 229 S #31d 4 gledl o=

CSIC 2010 dlelejsle] 544 v

14
=
o
il
=
=

Table 4. Experimental results using recontructed
dataset

Score NL-SVM DF LR
Accuracy 0.772 0.734 0.778
Precision 0.694 0.867 0.709

Recall 0.795 0.525 0.782
F1-Score 0.741 0.635 0.743

AUC 0.813 0.827 0.796

2010 dataset

Model | Model Model
in (11) | in (12) | in (8)

Accuracy | 0.980 0.998 0.999 0.998
Precision | 0.985 0.997 1 0.999
Recall 0.960 0.997 0.997 0.996
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